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Buzz?
IS It new?
What Is 1t?
Applications?
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Buzz word

This Al-Powered Washing Machine Cuts Laundry Time
In Half

Gizmodo Australia

Australian Stories v

LG Electronics says, ‘Screw it!' and puts
Al in everything

el tirse analytics

BOXrrr e

No moad to change daly

Bectrityng comfort
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The invention of digital computers in
the 40s led to discussions
on the building of an electronic brain

* The Dartmouth workshop on Al - 1956

* The golden years 1956-1974

* The 1stAl winter 1974-1980 No money
e The 2 Al winter 1987-1993 No money

« The 3 Al winter 2002-2007 No data

Is it new?

£o

| A

expectations Onthe  Atthe Sliding Into Climbing Entering
‘ Rise Peak the Trough the Slope the Plateau
Activity beyond
Supplier early adopters

proliferation
Negative press begins

High-growth adoption
phase starts: 20% to 30%
of the potential
audience has adopted
the innovation

Mass media

hype begis Supplier consolidation

and failures

Second/third

rounds of Methodologies and best

venture capital practices developing
funding

Early adopters
investigate

First-generation

products, high price,
lots of customization
needed

Less than 5 percent of
the potential audience
has adopted fully

Third-generation products,
out of the box, product
suites

Startup companies
first round of venture
capital funding

Second-generation
products, some services

Technology Peak of Inflated Trough of Plateau of
Trigger Expectations  Disillusionment ~ Slope of Enlightenment  pyoqyctivity
'
time Hype cycle: Source:Gartner Inc.

- The big boom 2008-present  Big data—Cyber -1oT —— | _tg of dafa |
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TYPES OF Al

Supervised Unsupervised
Goal is to approximate Goal is to model
a desired function so patterns in given inputs
that we can predict the in order to learn about
output the data
Classification Clustering
Recognition Anomaly detection
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What is it?

... basically a classifier

Inputs

xl.

"1
Activation function
. W3 @ Yy (0 or 1)
W4
Ladies and gentlemen the Perceptron !
. WS '
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What is it?

.
Xp
—_—l
.
who °
Input : .J
- «——— Hidden Layer - Output Layer ———
ayer
I
Ooops this can become quite complex... ﬁ(
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What is it?

attempting to cluster data and decide...
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What is it?
Supervised learning

Weights .
Training Training
Data Data
Goad
Bad
Inputs

Training data

Problem 1: Ensuring quality and quantity of training data is hard
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What is it ?
Supervised/Unsupervised learning

Training Which data are considered correct/right/ethical?

Are human/moral values/freedom respected?

Validation ..
How much training data do we need?

Is supervised or unsupervised learning better?
Testing

How training data are produced?

Production ) How training is validated/certified?

What happens if the situation changes?

Problem 2: Ethics and trustworthiness
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Where it applies?

Al applies to complex situations where we want to ClaSSIfy information
that cannot be easily (linearly) classified

The explosion of big data made processing with traditional methods not practical

Al can be used to identify cCOMplex patterns

In cyber security Al can be used across all levels of gOVernance (Political/Operational/Technical)
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Al & the Blueprint

o0

Can Al add value to the EU cyber crisis management?
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|
COMMISSION

Brusse! 017
C(2017) 6100 final

COMMISSION RECOMMENDATION
of 13.9.2017

on Coordinated Response to Large Scale Cybersecurity Incidents and Crises

EN EN

Shared situational awareness
Incident response
Public communication
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E Shared situational awareness

Operational level y

Technical level
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Al & the Blueprint

NLP
. . Multi linqual analysis
E Shared situational awareness d y

_ Sentiment analysis
Operational level Fake news

H Deep fake
Technical level

News aggregation
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Fotca vl
[

Operational level y

Technical level
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Incident response

Al & the Blueprint

Threat pattern identification
Information fusion
Autonomous cyber response




Al & the Blueprint

EU STRATEGY ON ARTIFICIAL
INTELLIGENCE

published in April 2018

European
Commission

ARTIFICIAL
* x INTELLIGENCE

* * An opportunity for the:
* *
* en*'sa irjl-nrj.e Athens, Greece
*.y x¥ s e

Shared situational awareness
Incident response
Public communication
18 | Georgios Chatzichristos — Operational Security Unit - ENISA ,** E!‘;isa



Al & the Blueprint

EU STRATEGY ON ARTIFICIAL

INTELLIGENCE
published in April 2018

European
Commission
—

Respect for human autonomy

High-Level Expert Group on Artificial Prevention of harm
Intelligence (AI HLEG) in June 2018 Eai
» Ethics Guidelines for Artificial Intelligence Explicability airness

» Policy & Investment Recommendations

Key impacts & enablers

Ensuring competitiveness and trustworthiness
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Al & the Blueprint

Blueprint’s pillars for SA and IR

Threat — Academia
analysts
CSIRTs +—» “raining data for A ESSENtial Services providers
Researchers
Cyber —
Security
Cyber Security

Professionalf/v
Use services —_ A = )
Contribute to QoS 5;'_- . P
e e o = uropean Counci

professionals

* e e

* x
* " -
* eni @ 2 3 R EURCPEAN
« enisa ‘csIrTs EC X BEFENCE

* EMINTCEN wcm s=EuRtroL AGENCY

Open Cyber Security Awareness Machine

* ¥
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darkweb 15,4

detection 2018 CyberSeCUr mobile
extension attack note

cyber

vu\nerabievﬁh‘y,”,gse http haZk u
criminal |~ © 3 . .
wrs- - kaspersky fhreat

malware data

business

trending open

bleepincomputer

Online and moblle data protection  Data Protection

{enisa OpenCSAM

wannacry

O News @ NewsPlus O Twitter (O ENISAReports (O ENISA Recommendations

( TECHNOLOGY

Sort: Knowledge Graph TimeDecay [ Popularity of Sources

( THREATS ) PoLicY BUSINESS
i) A

Filter: (%) Start date 3 end

2019-08:02 | wel
How WannaCry Survives
source: www.bankinfosecurity.com/latest-news

v The ISMG Security Report leads with testimony from

Monitor &
cluster

source
information

CSIRTs and communities
stures  Threat Landscape
Education For Telcos

A CSIRT (

Critical Infrastructures and Services

Threat and Risk Management

Risk Management
Trust Services
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Cybersecurity

search engine

GO TO REPORT EDITOR

opled WannaCry's ransomware component who explains to Congress how

Reporting
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Al & the Blueprint

How we are using Al

Open CSAM I Knowledge Representation
e e Knowledge Graph

* Tree based flexible taxonomy
*  Automatic suggestion of new terms from crawlers
* Use of KG in searching and classification

Knowledge Graph  Manage KG Activity Manage Terms Manage Sources  Suggested Sources
melicious insider (0.0174) Details of malvare Suggested Terms
un-authorised access (0.0004) Fikercetme
Synonyms New terms -
- mlware (0.5636) Children
addware (0) addware | | < 2 668 669 >
advanced persistent threat (0.045) e — s
[ ADD NEW TERM
backdoor (0.123) T =
infosec (0. g
bootkit (0.0016) o . Infosec (0.0031) os1
cryptominer (0.0148) Big Data (0.0025) Y3 |
cryptominer n = =
keylogger (0.0237) i | Cybercrime (0.002) o/ 1
keylogger L
ransomware (0.5219) Vulnerabilities0S (0.0017) Y3 |
ransomware ] ;
rootkit (0.0163) Security News (0.0008) oya |
rootkit L]
scareware (0.0032) | Cyber (0.0008) [oVa |
scareware "
‘spyware (0.066) Security Bloggers Network (0.0008) osn
~¥oien 0.1614) . I s L v L ion security news (0.0008) [oVaA |
* * *,
. . . . . . * *
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Al & the Blueprint

How we are using Al

situation awareness

Dynamic crawling
* Understand the language of the text
* Understand where in the text is the relevant document
+ Identification of different types of relevant content (Entity recognition)

Summarization

+ Text de noising
*  Word clustering
» Calculation of importance

Classification
*  Generation of training matrices for ML

Suggestion of new sources

*  Comparison of random articles of a new source with articles in
the sources repository via text tokenization and calculation of its
relevance and importance
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Al & the Blueprint

How we are using Al

Open CSAM

areness

ersecurity

Machine Learning

executives

Dynamic crawling
*  Content deduplication

Classification of content

* 4 categories (Technology, Threats, Policy, Business, Geopolitics) via CNN

Summarization

*  Vectorization of sentences for better clustering via cosine similarities
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ARTIFICIAL
INTELLIGENCE

An OppOrtunlty fOr the"/,,./‘

3-4 June | Athens, Greece
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Al & the Blueprint

The future of the Blueprint

How can Artificial Intelligence help the blueprint

Improving OpenCSAM

Cyber autonomous response, threat detection and security automation

EU Internal report with recommendations approved recently
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A vision for the

Georgios Chatzichristos — Operational Security Unit - ENISA

Situational Awareness*

Response*

Response*
Public communication*

*Blueprint Pillars

* K

* gk

Response*
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THANK YOU FOR YOUR
ATTENTION

European Union Agency for Cybersecurity
Vasilissis Sofias Str 1, Maroussi 151 24

Attiki, Greece

F) +30 28 14 40 9711

& info@enisa.europa.eu

€ www.enisa.europa.eu



